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— Torbutton provides a button to easily enable or disable the browser's use of Tor. For more information,
5 visit the Torbutton homepage: http://torbutton. torproject.org/dev/
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http://freehaven.net/~squires/torbutton/)
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1 Teon

Froxy Settings

(¥} Use the reconmended proxy setlings for my wersion of Firefox

ﬁ Uze Frivoxy

[:} Uga owstom proxy setiings

HTTF Frouy: Fort:
5L Proxy: | Port:
FIF Froxy: Fort: .
Gopher Froxy: [ Fart:
SOCKS Host! | 1 Fort: |
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fo, eE B —NEAELEIEE ——TiEiEHxenobite. eufe — NI M. &EHO0K, #ZZ MWk

BYIE .

ZLBR: BEAHR X

IFIEESIFR] “torcheck xencbite. en” EI/iEHE. B2, EET
ERSITHBHET “217.160. 111. 190%. RLATFAAEE , (B210/H
AR AESHEEEMZ SABE.

WNREFEFLETETENERTET “torcheck xenobite. en” s 1HHL
HERARBANZS SRR R.

e ) (]
S E, wEAREGRWEERZ: “Your IP is identified to be a Tor—EXIT. So you are using Tor

successfully to reach the web.” , MILARE L EHELE T ANBEFHF AT —FHET T HE.

PR,

YourcumentIP[2) 210.22.£83.146
Your current FQDN [2] (none)
Your cument TorEXIT  "mikezhangwithtoxr" [Jj (CN) [LOORUP]

Your IP is identified to be a Tor-EXIT.
So you are using Tor successfully to reach the web!

TorDNSEL [2) | (is a Tor-EXIT IP)

Your HTTP-User-Agent [Z]

Your HTTP-ACCEPT

tR, tn BRI Bk EA S Tor M| 28 23X A 1915 B “Your IP is NOT identified to be a Tor-
EXIT. So you are not using Tor to reach the web”
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https://torcheck.xenobite.eu/

TorCheck at Xenobite.eu

HTTP-Mode | Check Again | HTTPS-Mode

StartCom
SSL SECURED
FREE CERTIFICATES

CODE YERS [OM: 2007-11-08 00:18:24 GMTVUTC CURRENT TIME : 2008-03-11 17:13:49 GMTALITC

WOUR IDEMTITY
YourcumentIP[7] 5 XXX XX.XX.XXX (procbably your Home-IP)
Yourcument FGDN[Z]  XOOLXX.XX. XXX .dsl.velcom.ca (Lookup/reverse correct)

CONCLUSION
Your IP is NOT identified to be a Tor-EXIT.
So you are NOT using Tor to reach the web!
CHECK RESULT
ToDNSEL[?] | (NOT a Tor-Exit OR service unr

Hidden Serdces[?]  (ur T
JavaScript-Suppot[?] | (unkneown yet)

ActiveX-Support[?]  (unknown yet)
JavaSuppor[?l | (unknown yet)
Cookies-Suppart[2]  (unknown yet)
YourHTTPReferer[?] | (unknown yet)

YourHTTP-¥IA  (ncne)

Mozilla/5.0 (Macintosh; U; Intel Mac 0S X; en-US; rv:1.8.1.12) Gecko/20080201

YourHTTPser-agent [7]
o SR ox/2.0.0.12

WourHTTP-ACCEPT

YourHTTR-COMMECTION — keep-alive

SAFETY CHECK
START I
THIS INFORMATION IS PROVIDED WITHOUT AMY WARRANTY CODE:[ IMDEX PHP ][ JAYAAPPLET |/ COUNTER: 1200620 [ STATS |/ EMAIL: ELUESTARSE AT XENOEITE DOTEL

GETTING HELP ON NON-WORKING TOR
Here] you can find some hints

REMARK[S] ABOUT THIS TOR USAGE CONCLUSION
» This eonclusion is valid only for your current webbrowser connections and not general for all other applications, because they
oa hdepend on an individual configuration which cannot be checked here!

» This statement could be false, if my database AND the TorDNSEL-database are not knowing your current Tor-EXIT server node

yet.
# Is this NOT your Home-IP? Then you're probably using Tor 1o reach the web!

WARHING

Do you have done some safety checks on your browser already?
Klick 'START' to do some on here.

WAL

ZERE TR ZENRERTCETETREETHLEN, FilthTor—XKNEERGERZ k. K
BTN AN AR MR B F KRR B T A IPHAE. wRERE F—ANERWTorF &, Wit
WAToriz 44 E ¥ MR IPW EAREAR T, wRAE, RIEHHESR T WA, FRTEERELETor 4
L EFEEEET.

: PEEE -G HSHAARFTNRM ESE (i E N R ) SRR ik 78 IR0 o s i b
LR,

a) T# XeroBank Browser (xB Browser) Z #[Tor on a Stick (ToaSt). & — &R LG W&
i, MKB Browser By W sh F T # #44,. REF/ANRHUAEH ¥ xB-Browser. exe S NUA # . ﬁﬂjﬂg
—k, HEEf AJ*ﬁWIHdOWS%%?FETMﬁ)ﬂUﬁé’J‘%ETJ: PR ] DAAE XA d Tor R 47 B 3 Y5,
7. SR tEmhe, ERRBRGE SN AN ER, ABHEANVAE, RAUVAHZR /‘EX#E’Q, ¥
% W xB-Browser_latest. exe. XAEARTERE B 5h — /\?ﬁé’]ﬂ' Ve HFTork T,
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"} zB Browser — Anonymous Surfing

K E) wE OB EF W RBe o #HEE IE @

h the ZeroBank Anonymous Browser — Nozilla Firefox
R 00

del.icio.ns

i

ﬁ_l\ E o ‘) 0 @8 nttp:#/xerobank. comfxd brovser htal

I [Gifo-a-

~
k@B Client Login
xeroban )
Home Products Services Policies Support
XeroBank Plus
High Speed Privacy =
XeroBank Browser: ==
Trusted by 6,739,899 and counting
- Anonymous surfing
- Free & Open Source
- Easy to Use IEEIERTH |
- Portable on USB xB-Browser_2_0.0. 12b. exe i
N HRRF
Account Benefits -Q;'-'I_-Ed"ﬁ_—_ FiB: http:/fupdate xerchank. con
- Anonymous Surfing - Download Now:
 Anonymous Email N (G Firefor MIMATRHIRET
* 200Kbps - 500Kbps SSH O FlashBot [ 7ot
+ Custom xB Browser XB Brawser is the free anonymous web browser. You're just a dick a EEENE ©
- No Logs, o Monitoring The benefits of xB Browser is that it allows you to securely and anory ® =
- Anonymous Billing firewalls and website censorship. For enhanced privacy, xB Browser N _
- Security Audits cookies when you dose the browser. [ kL= BabR ArARRE fE b IS (1)
- XeroBank S
srofank secrecy The main advantages compared to other anonymous web browsers |
confiquration, technical knowledge, or installstion in order to achieve 1RFrH
50 you can feel safe knowing what goes into xB Browser. Additionall
You can take it to wark, school, or on vacation.
XB Browser can also be upgraded to blazing fast speed by opening a XeroBank Plus account. XeroBank
clients have access to customized versions of XeroBank software, as wel as the benefits of offshore email
access. We are so sure you are gaing to love XeroBank Plus accounts, we are giving away FREE 3-day U
demo accounts!
v
FoH | Tor Dizablsd B

Omx [xpx [ HEO[20 \creerobosk
A & -
D4ep
@Data

2 Uninstall xB Browser. exe
@) xBBrowser. exe

K| 2EE
ik
Ik
FEREF
R TR

=L

2008-3-12 1:43
2008-3-12 1:48
2008-3-12 1:49
2008-3-5 10:00

XrFM AR

= EaEiwy

Gy BEpE A

D) Sshxixe

@ xRS

©) LIBTHRE RS
gt

% BBz e

233 ¥B
615 KB

@ xerobank

XB Browser
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Connecting to Tor..

VIR
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%) feroBank Anonymity Checker — Nozilla Firefox B@@
%

File Edit View History Bookmarks Tools Help
@ @o @ @ @ “ﬂﬂhllps'/fsuppnrl serobank. con/IPSpy EINE) EING)
o
=
I(GB Client Login
xeroban o
Products Services Policles
‘ | Google Search
Searches vl redirect to Google.com _
XeroBank Privacy News
PASSED
Anonymity
Network:
Tor - The Onion Router Network
Tor exit node name: Unknown Tor Exit Node Name.
IP ADDRESS: £6.230.230.230
HOSTNAME: 66.230.230.230
1
CC2190-ARIN
Network Record: me: Charmatz, Charles
Phone: +1-813-676-6666
Emai: charles @city-guide.com
1P Authority: American Registry for Internet Numbers (ARIN): wt
Accept text/xml, application fxml,application /xhtml +xml, text/html;q=0.9,te
Done (sl

FREMNEEE: “Your IP is identified to be a Tor—EXIT”

o

File Edit Yiew History Boolmarks Tools Help

) TorCheck at Xenobite.eu — HTTPS-Node (SSL) — Nozilla Firefox mEE3

Q@ @ @ @ [ witps 7 vorchacke xemabite vl au] @

TorCheck at Xenobite.eu

@ StartCom
SSL SECURED

FREE CERTIFICATES
HITP-Mode | Check Again | #17rs-itode |

Your current IP [2]

Your currant FODN [2]

Your cument Tor-EXIT

Your IP is identified to be a Tor-EXIT.
So you are using Tor successfully to reach the web!

TorDNSEL [2]
Hidden Services 2]
JavaSaipt-Suppont [2]
AdtiveX-Suppon [2]
Java-Support [2]
Cookies-Support [2]
Your HTTP-Referer (2]

Your HTTR-VIA

ws; U; Window T 5.1; en-US; ry:1.8.1.1 Gecko/20080201
Your HTTP-User-Agent [21 dows; U; Windows N = n-US; 2) Gecko/2 2

Your HTTR-ACCERT

Your HTTR-CONNECTION

SAFETY CHECK =_
torcheck. xencbite. eu @@ 4
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